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Spearphishing campaign targeting multiple government departments
Outline
The NCSC is aware of a current spearphishing campaign targeting a wide number of
government sector employees. To the recipient, the spearphishing email appears to be sent
from a legitimate but spoofed (i.e. using a forged sender address) email address. The NCSC
recommends all government IT Security Managers advise employees not to follow the
hyperlink contained in the body of the spearphishing email.
The spearphishing email explains that a (fictitious) earlier email was sent to the recipient, but
that the delivery had failed. The email requests that the recipient follow a hyperlink to view
the email. If the recipient clicks on the link, they will be taken to a webpage that requests the
recipient enter their email address and password. If the details are entered, the malicious
actor responsible for the spearphishing campaign will gain full access to the recipients email
account.
An example of the spearphishing email and the corresponding webpage that a recipient will
be diverted to is attached below.
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Mitigations
Please advise all employees not to reply to the email, not to follow the link and/or enter any
details in the corresponding webpage. If an employee has previously entered their details
then they are advised to contact their IT Security Team immediately. We would appreciate
the IT Security Teams reporting any suspected activity related to the spearphishing
campaign to the NCSC via phone, +64 4 498 7654, or our incidents email address,
incidents@ncsc.govt.nz.
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